DEPARTMENT OF THE NAVY
NAVAL UNDERSEA WARFARE CENTER DIVISION
610 DOWELL STREET
KEYPORT, WASHINGTON 98345-7610

5720
00L/028
13 May 21

Ms. Rose Santos
FOIA Group, Inc.
P.O. Box 368
Depew, NY 14043

Subj: PARTIAL DENIAL OF FREEDOM OF INFORMATION ACT REQUEST DON-
NAVY-2021-004821 FOR CONTRACT N00178-19-D-8173

Dear Ms. Santos:

This letter is in response to your Freedom of Information Act (FOIA) request dated April
12, 2019, for information pertaining to contract N00178-19-D-8173 in which you seek clearly
releasable copy of the task order’s title page and current statement of work/performance of
statement.

Review of the requested documents reveals that they are partially exempt from disclosure
under the FOIA. Exemption (b)(6) protects personal information such as names, phone numbers,
and email addresses, which have been redacted accordingly.

Fees incurred during the processing of your request amount to $39.50 for .25 hours of
search, and .25 hours of review. Accordingly, please forward a check or money order, payable to
the Treasurer of the United States, for the stated amount, to this office within 30 calendar days
from the date of this correspondence.

You have the right to an administrative appeal. It must be received within 90 calendar
days from the date of this letter. Please attach a copy of your initial request and amended request,
a copy of this letter, and mark the appeal letter and envelope "Freedom of Information Act
Appeal.” Mail your appeal to:

Department of the Navy,

Office of the General Counsel,

1000 Navy Pentagon, Room 4E635, Washington, DC
20350-1000

Please send a copy of your appeal to the Naval Undersea Warfare Center, Keyport, FOIA
Coordinator, 610 Dowell Street, Keyport, WA 98345-7610. You are encouraged to provide an
explanation why you believe the redactions were inappropriate or our search was inadequate.



SUBJ: PARTIAL DENIAL OF FREEDOM OF INFORMATION ACT REQUEST DON-
NAVY-2019-007357 FOR CONTRACT N00253-14-D-0004

If you have any questions, please contact the FOIA Coordinator at
andrew.j.phillipsl@navy.mil and (360) 396-2785. You may also contact the DON FOIA Public
Liaison, Christopher Julka, at christopher.a.julka@navy.mil, (703)697-0037.

Sincerely,

R. M. JUSKO
Counsel
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PAGE 1 OF
ORDER FOR SUPPLIES OR SERVICES 195
1. CONTRACT/PURCH ORDER/AGREEMENT NO. | 2. DELIVERY ORDER/CALL NO. 3. DATE OF ORDER/CALL 4. REQUISITION/PURCH REQUEST NO. | 5. PRIORITY
(YYYYMMMDD) .
N0017819D8173 N0025321F3001 2020NOV25 Various DO-C9
6. ISSUED BY CODE | N00253 7. ADMINISTERED BY (/f other than 6) CODE | 8. DELIVERY FOB

NUWC, KEYPORT DIVISION
610 Dowell Street
Keyport, WA 98345-7610

sco: ¢ | []| pesTINATION

[ otHer

(See Schedule if
other)

9. CONTRACTOR

CODE | 1PYX5

FACILITY | 135914880

10. DELIVER TO FOB POINT BY (Date)
(YYYYMMMDD)

11. X IF BUSINESS IS

. . SEE SCHEDULE SMALL
NAME Network and Simulation Technologies Inc. dba NETSIMCO 12. DISCOUNT TERMS VANFAGES™™
AND 1 Corporate Place Net 30 Days WAWF []| women-ownep
Middletown, RI 02842 13. MAIL INVOICES TO THE ADDRESS IN BLOCK
* * SEE SECTION G
14. SHIP TO CODE 15. PAYMENT WILL BE MADE BY CODE | HQO0337 MARK ALL
. ) PACKAGES AND
SEE SECTION F EI;AZ;OE;:;Z Center, North Entitlement Operations I:::TEIF;ISC\LV;TSN
o NUMBERS IN

Columbus, OH 43218-2266

BLOCKS 1 AND 2.

DELIVERY,
16. CALL / This delivery order/call is issued on another Government agency or in accordance with and subject to terms and conditions of above numbered contract.
TYPE
OF Reference your furnish the following on terms specified herein.
ORDER PURCHASE ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE ORDER AS IT MAY PREVIOUSLY HAVE
BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Network and Simulation Technologies Inc. dba NETSIMCO

NAME OF CONTRACTOR SIGNATURE TYPED NAME AND TITLE DATE SIGNED
(YYYYMMMDD)
D If this box is marked, supplier must sign Acceptance and return the following number of copies:
17. ACCOUNTING AND APPROPRIATION DATA/LOCAL USE
SEE SCHEDULE
20. QUANTITY | 5,
18. ITEM NO. 19. SCHEDULE OF SUPPLIES/SERVICES ORDERED/ . 22. UNIT PRICE 23. AMOUNT
ACCEPTED* | UNIT
SEE SCHEDULE
*If quantity accepted by the Government is 24. UNITED STATES OF AMERICA 25. TOTAL $16,897,562.00
same as quantity ordered, indicate by X. . .
If different, enter actual quantity accepted below| /S/An Ita Moosm| I Ier 11/25/2020 DIFFERENCES
quantity ordered and encircle. BY: CONTRACTING/ORDERING OFFICER

27a. QUANTITY IN COLUMN 20 HAS BEEN

E‘ INSPECTED ’ﬁ‘ RECEIVED

ACCEPTED, AND CONFORMS TO
THE CONTRACT EXCEPT AS NOTED:

b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE . DATE 4. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT
(YYYYMMMDD)
REPRESENTATIVE
e. MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 28. SHIP. NO. 29. D.0. VOUCHER NO. 30. INITIALS
D PARTIAL 32. PAID BY 33. AMOUNT VERIFIED CORRECT FOR
f. TELEPHONE NUMBER g. E-MAIL ADDRESS D FINAL
31. PAYMENT 34. CHECK NUMBER
36. | CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT. D COMPLETE
a. DATE b. SIGNATURE AND TITLE OF CERTIFYING OFFICER D PARTIAL 35. BILL OF LADING NO.
(YYYYMMMDD)
D FINAL
37. RECEIVED | 38. RECEIVED BY (Print) 39. DATE RECEIVED | 40. TOTAL CON- 41. S/R ACCOUNT NUMBER 42. S/R VOUCHER NO.
AT (YYYYMMMDD) TAINERS

DD FORM 1155, DEC 2001

PREVIOUS EDITION IS OBSOLETE.
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Section C - Description/Specifications/Statement of Work

NOTE 1: All clausesincorporated by reference and full text in the basic IDIQ contract apply to this Task Order, as applicable, in
addition to those added here.

(End of Note)
CLAUSESINCORPORATED BY FULL TEXT

C-202-HO01 ADDITIONAL DEFINITIONS--BASIC (NAVSEA) (OCT 2018)
(a) Department - means the Department of the Navy.

(b) Commander, Naval Sea Systems Command - means the Commander of the Naval Sea Systems Command of the Department of
the Navy or his duly appointed successor.

(c) Referencesto The Federal Acquisition Regulation (FAR) - All references to the FAR in this contract shall be deemed to also
reference the appropriate sections of the Defense FAR Supplement (DFARS), unless clearly indicated otherwise.

(d) National Stock Numbers - Whenever the term Federal Item Identification Number and its acronym FIIN or the term Federal
Stock Number and its acronym FSN appear in the contract, order or their cited specifications and standards, the terms and
acronyms shall be interpreted as National Item Identification Number (NIIN) and National Stock Number (NSN) respectively
which shall be defined as follows:

(1) National Item Identification Number (NIIN). The number assigned to each approved Item Identification under the Federal
Cataloging Program. It consists of nine numeric characters, the first two of which are the National Codification Bureau (NCB)
Code. Theremaining positions consist of a seven digit non-significant number.

(2) National Stock Number (NSN). The National Stock Number (NSN) for an item of supply consists of the applicable
four-position Federal Supply Class (FSC) plus the applicable nine-position NIIN assigned to the item of supply.

(End of Text)

C-204-HO01 USE OF NAVY SUPPORT CONTRACTORSFOR OFFICIAL CONTRACT FILES (NAVSEA) (OCT 2018)
(a) NAV SEA may use a file room management support contractor, hereinafter referred to as "the support contractor”, to manage its
fileroom, in which all officia contract files, including the official file supporting this procurement, are retained. These officia
files may contain information that is considered a trade secret, proprietary, business sensitive or otherwise protected pursuant to
law or regulation, hereinafter referred to as “ protected information”. File room management services consist of any of the
following: secretarial or clerical support; data entry; document reproduction, scanning, imaging, or destruction; operation,
management, or maintenance of paper-based or electronic mail rooms, file rooms, or libraries; and supervision in connection with
functionslisted herein.

(b) The cognizant Contracting Officer will ensure that any NAV SEA contract under which these file room management services are
acquired will contain arequirement that:

(1) The support contractor not disclose any information;

(2) Individual employees are to be instructed by the support contractor regarding the sensitivity of the official contract files;

(3) The support contractor performing these services be barred from providing any other supplies and/or services, or competing to
do so, to NAV SEA for the period of performance of its contract and for an additional three years thereafter unless otherwise

provided by law or regulation; and,

(4) In addition to any other rights the contractor may have, it is athird party beneficiary who has the right of direct action against
the support contractor, or any person to whom the support contractor has released or disclosed protected information, for the
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unauthorized duplication, release, or disclosure of such protected information.

(c) Execution of this contract by the contractor is considered consent to NAV SEA's permitting access to any information,
irrespective of restrictive markings or the nature of the information submitted, by its file room management support contractor for
the limited purpose of executing its file room support contract responsibilities.

(d) NAV SEA may, without further notice, enter into contracts with other contractors for these services. Contractors should enter
into separate non-disclosure agreements with the file room contractor. Contact the Procuring Contracting Officer for contractor
specifics. However, any such agreement will not be considered a prerequisite before information submitted is stored in the file
room or otherwise encumber the government.

(End of Text)

C-211-H017 UPDATING SPECIFICATIONS AND STANDARDS (NAVSEA) (DEC 2018)

The contractor may request that this contract be updated to include the current version of the applicable specification or standard if
the update does not affect the form, fit or function of any deliverable item or increase the cost/price of the item to the Government.
The contractor should submit update requests to the Procuring Contracting Officer with copies to the Administrative Contracting
Officer and cognizant program office representative for approval. The contractor shall perform the contract in accordance with the
existing specifications and standards until notified of approval/disapproval of its request to update by the Procuring Contracting
Officer. Any approved alternate specifications or standards will be incorporated into the contract.

(End of Text)

C-211-H018 APPROVAL BY THE GOVERNMENT (NAVSEA) (JAN 2019)

Approval by the Government as required under this contract and applicable specifications shall not relieve the Contractor of its
obligation to comply with the specifications and with all other requirements of the contract, nor shall it impose upon the
Government any liability it would not have had in the absence of such approval.

(End of Text)

C-212-W002 COMMERCIAL SUPPLIER AGREEMENTS (NAVSEA) (MAR 2019)

(@) Commercia Supplier Agreement means End User License Agreement (EULA), Terms of Service (TOS), or similar lega
instrument or agreement.

(b) Any Commercial Supplier Agreement must be provided in full text as part of a quote or offer without hyperlinks.

(c) The contract/order Schedule and Federal Acquisition Regulation (FAR) 52.212-4, Contract Terms and Conditions
—Commercia Items, shall take precedence over any conflicting provisionsin a Commercial Supplier Agreement.

(d) If any requirement in the Commercial Supplier Agreement conflicts with Federal law or regulations (see FAR 12.212(@)), the
following shall apply:

(i) Any such requirement is unenforceable against the Government.

(ii) Neither the Government nor any Government authorized end user shall be deemed to have agreed to such requirement by
virtue of it appearing in the Commercial Supplier Agreement. If the Commercial Supplier Agreement isinvoked through an “I
agree” click box or other comparable mechanism (e.g., “click-wrap” or “browse-wrap” agreements), execution does not bind the
Government or any Government authorized end user to such requirement.

(iii) Any such requirement is deemed to be stricken from the Commercial Supplier Agreement.

(e) Automatic renewals. License Agreementswill expire at end of the term identified in the Purchase Order/Contract. Automatic
renewals are not permitted and any such provision isvoid.

(f) Changesto the Commercia Supplier Agreement. Unilateral changes of the Commercial Supplier Agreement are impermissible
and any requirement authorizing such changesis unenforceable. Changes must be in writing and executed by both parties to be
effective.

(g) Third Part License (Embedded Software).

(i) The Contractor agreesthat it has obtained all necessary licenses for the Government for any third party materials (including
without limitation all Open Source licenses) provided within the product.

(if) Contractor agrees that it complies with and shall continue to comply with all of its obligations under Third Party Licenses
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(including without limitation all Open Source licenses) associated with any third party materials provided within each product.

(iii) To the extent that the Government’s use of the software products licensed herein isin compliance with the Contractor’s
Commercial Supplier Agreement, the Government’s use will aso be in compliance with any Third Party Licenses.

(h) Audits. Inlieu of any audit provisionsin the Commercial Supplier Agreement, the Government agrees that, no more than once
every twelve (12) months or within a reasonable time after a transfer, the Contractor shall, upon reasonable notice, have the right to
require that the Government conduct an internal audit to ascertain and verify the number of licensesin use and to verify that the
Government’s use of the product isin conformity with this Agreement. The Government is not required to use any tools provided
by the Contractor to conduct the audit and shall not be required to pay for any tools provided by the Contractor to conduct the
audit. The results of any such audit shall be kept confidential.

If verification discloses that the Government’s use is hot in conformity with this Agreement, the Government agrees to resolve any
noncompliance by either removing or correcting the unlicensed installation and use of the software identified by the audit as not in
conformity with this Agreement.

(i) Confidentiality. Commercia Supplier Agreements terms and the final contract pricing may not be deemed confidential. Other
marked confidential information will be appropriately guarded.

() Assignment. The Government shall have the right, without the prior written consent of the Contractor or its authorized
resellers, to assign, reassign, or transfer software licenses among Government employees or the Government’s rights in the
Contractor’s product to any governmental organization that is managed, operated, or controlled by the Government.

Such authorization includes sublicensing, and assignment or transfer among or between authorized users. In the event authorized
users are reorganized or restructured such that their responsibilities and operations are transferred to another government agency,
the agency shall have the right to assign the affected program licenses to a successor agency. The licensed agency and the
successor agency agree to be bound to the Commercial Supplier Agreement as modified. The transferee shall be bound by the
license metrics and limitationsin thislicense. Government shall complete any documentation required by the Contractor to
facilitate the transfer of thislicense, and continuation of support shall be the responsibility of the transferee.

For the avoidance of doubt, any assignment or transfer of licenses of the Contractor’s products is also subject to all other terms of
the Commercia Supplier Agreement, as well as the Contractor’s policies governing product dependencies and version
compatibility. Reassignment does not require that the license be under maintenance or support in order to execute a transfer.

(k) Litigation. Any requirement insisting that the commercial supplier or licensor control any litigation arising from the
government’s use of the contractor’s supplies or services is deleted and unenforceable.

(I) Equitable Remedies. Equitable remedies, injunctive relief, and binding arbitration requirements shall not be enforced unless
explicitly authorized by agency guidance or statute.

(m) Venue. Any claim or dispute shall be resolved under the Contract Disputes Act and FAR 52.233-1. The forum for resolution
of disputes and applicable statutes of limitation shall be governed by federal law.

(n) Applicable law. In accordance with FAR 52.233-4, United States law shall apply to resolve any claim of breach of this contract
and such actions shall be handled in the applicable Federal court of jurisdiction.

(End of Text)

C-215-H002 CONTRACTOR PROPOSAL (NAVSEA) (OCT 2018)

(a) Performance of this contract by the Contractor shall be conducted and performed in accordance with detailed obligationsto
which the Contractor committed itself in Proposal N0025320R3000 dated 20 March 2020 in response to NAV SEA Solicitation
No. N0025320R3000.

(b) Thetechnical volume(s) of the Contractor's proposal is(are) hereby incorporated by reference and made subject to the "Order
of Precedence" (FAR 52.215-8) clause of this contract. Under the "Order of Precedence’ clause, the technical volume(s) of the
Contractor's proposal referenced herein is (are) hereby designated as item (f) of the clause, following "the specifications' in the
order of precedence.

(End of Text)

C-223-W002 ON-SITE SAFETY REQUIREMENTS (NAVSEA) (OCT 2018)

(@) The contractor shall ensure that each contractor employee reads any necessary safety documents within 30 days of
commencing performance at any Government facility. Required safety documents can be obtained from the respective safety
office. Contractors shall notify the Safety office points of contact below to report completion of the required training via email.
The email shall include the contractor employee’s name, work site, and contract number.

(b) Itisexpected that contractor employees will have received training from their employer on hazards associated with the areasin



NO0025321F3001 - FINAL

Page 18 of 125
which they will be working and know what to do in order to protect themselves. Contractors are required to adhere to the
requirements of 29 CFR 1910, 29 CFR 1926 and applicable state and local requirements while in Government spaces. The
contractor shall ensure that all on-site contractor work at the Government facility isin accordance with any local safety instructions
as provided viathe COR. The contractor shall report all work-related injuries/illnesses that occurred while working at the
Government site to the COR.

(c) Contractors whose employees perform work within Government spaces in excess of 1000 hours per calendar quarter during a
calendar year shall submit the data elements on OSHA Form 300A, Summary of Work Related Injuries and IlInesses, for those
employees to the safety office, viathe COR by 15 January for the previous calendar year, even if no work related injuries or
illnesses occurred. If acontractor’sinjury/illness rates are above the Bureau of Labor Statistics industry standards, a safety
assessment may be performed by the Safety Office to determine if any administrative or engineering controls can be utilized to
prevent further injuries/illnesses, or if any additional Personal Protective Equipment or training will be required.

(d) Any contractor employee exhibiting unsafe behavior may be removed from the Government site. Such removal shall not
relieve the contractor from meeting its contractual obligations and shall not be considered an excusable delay as defined in FAR
52.249-14.

(e) The Safety Office points of contacts are as follows:
To be provided by COR after award.
(End of Text)

C-227-H006 DATA REQUIREMENTS (NAVSEA) (OCT 2018)
The data to be furnished hereunder shall be prepared in accordance with the Contract Data Requirements List, DD Form 1423,
Exhibit(s) A, attached hereto.

(End of Text)

C-227-H008 GOVERNMENT-INDUSTRY DATA EXCHANGE PROGRAM (NAVSEA) (DEC 2018)

(a) The contractor shall actively participate in the Government Industry Data Exchange Program in accordance with the GIDEP
Operations Manual, S0300-BT-PRO-010. The contractor shall submit information concerning critical or major nonconformances,
as defined in FAR 46.407/DFARS 246.407, to the GIDEP information system.

(b) The contractor shall insert paragraph (a) of this clause in any subcontract when deemed necessary. When so inserted, the word
"contractor" shall be changed to "subcontractor."

(c) The contractor shall, when it elects not to insert paragraph (a) in a subcontract, provide the subcontractor any GIDEP data
which may be pertinent to items of its manufacture and verify that the subcontractor utilizes any such data.

(d) The contractor shall, whether it elects to insert paragraph (a) in a subcontract or not, verify that the subcontractor utilizes and
provides feedback on any GIDEP data that may be pertinent to items of its manufacture.”

(e) GIDEP materials, software and information are available without charge from:
GIDEP Operations Center

P.O. Box 8000

Corona, CA 92878-8000
Phone:; (951) 898-3207

FAX: (951) 898-3250
Internet: http://www.gidep.org

(End of Text)

C-227-H009 ACCESS TO DATA OR COMPUTER SOFTWARE WITH RESTRICTIVE MARKINGS (NAVSEA) (JAN
2019)
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(a) Performance under this contract may require that the Contractor have access to technical data, computer software, or other
sensitive data of another party that contains restrictive markings. If accessto such data or softwareis required or to be provided,
the Contractor shall enter into a written agreement with such party prior to gaining access to such data or software. The agreement
shall address, at a minimum, (1) access to, and use of, the restrictively marked data or software exclusively for the purposes of
performance of the work required by this contract, and (2) safeguards to protect such data or software from unauthorized use or
disclosure for so long as the data or software remains properly restrictively marked. In addition, the agreement shall not impose
any limitation upon the Government or its employees with respect to such data or software. A copy of the executed agreement
shall be provided to the Contracting Officer. The Government may unilaterally modify the contract to list those third parties with
which the Contractor has agreement(s).

(b) The Contractor agreesto: (1) indoctrinate its personnel who will have access to the data or software as to the restrictions under
which accessis granted; (2) not disclose the data or software to another party or other Contractor personnel except as authorized by
the Contracting Officer; (3) not engage in any other action, venture, or employment wherein this information will be used, other
than under this contract, in any manner inconsistent with this requirement; (4) not disclose the data or software to any other party,
including, but not limited to, joint venturer, affiliate, successor, or assign of the Contractor; and (5) reproduce the restrictive stamp,
marking, or legend on each use of the data or software whether in whole or in part.

(c) Theserestrictions on use and disclosure of the data and software also apply to information received from the Government
through any means to which the Contractor has access in the performance of this contract that contains restrictive markings.

(d) The Contractor agrees that it will promptly notify the Contracting Officer of any attempt to gain accessto any information with
restrictive markings. Such natification shall include the name and organization of the individual, company, or Government
representative seeking access to such information.

(e) The Contractor shall include this requirement in subcontracts of any tier which involve access to information covered by
paragraph (a), substituting "subcontractor” for "Contractor" where appropriate.

(f) Compliance with this requirement is amaterial requirement of this contract.
(End of Text)

C-227-H010 COMPUTER SOFTWARE AND COMPUTER DATA BASESDELIVERED TO OR RECEIVED FROM
THE GOVERNMENT (NAVSEA) (JAN 2019)

() The Contractor agreesto test for viruses, malware, Trojan Horses, and other security threats such asthose listed in NIST
Specia Publication 800-12 Rev 1, An Introduction to Computer Security, The NIST Handbook, Chapter 4, in all computer
software and computer data bases (as defined in the clause entitled “ Rights In Noncommercial Computer Software and
Noncommercial Computer Software Documentation” (DFARS 252.227-7014)), before delivery of that computer software or
computer data base in whatever media and on whatever system the computer software or data base is delivered whether delivered
separately or imbedded within delivered equipment. The Contractor warrants that when delivered any such computer software and
computer data base shall be free of viruses, malware, Trojan Horses, and other security threats such as those listed in NIST Special
Publication 800-12 Rev 1.

(b) The Contractor agrees that prior to use under this contract, it shall test any computer software and computer data base received
from the Government for viruses, malware, Trojan Horses, and other security threats listed in NIST Special Publication 800-12 Rev
1, An Introduction to Computer Security, The NIST Handbook, Chapter 4.

(c) Any license agreement governing the use of any computer software or computer software documentation delivered to the
Government as a result of this contract must be paid-up, irrevocable, world-wide, royaty-free, perpetual and flexible (user licenses
transferable among Government employees and personnel under Government contract).

(d) The Contractor shall not include or permit to be included any routine to enable the contractor or its subcontractor(s) or
vendor(s) to disable the computer software or computer data base after delivery to the Government.

(e) No copy protection devices or systems shall be used in any computer software or computer data base delivered under this
contract with unlimited or Government purpose rights (as defined in DFARS 252.227-7013 and 252.227-7014) to restrict or limit
the Government from making copies.
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() Itisagreed that, to the extent that any technical or other datais computer software by virtue of its delivery in digital form, the
Government shall be licensed to use that digital-form data with exactly the same rights and limitations asif the data had been
delivered as hard copy.

(9) Any limited rights legends or other alowed legends placed by a Contractor on technical data or other data delivered in digital
form shall be digitally included on the same media as the digital-form data and must be associated with the corresponding
digital-form technical data to which the legend(s) apply to the extent possible. Such legends shall also be placed in human-
readable form on avisible surface of the media carrying the digital-form data as delivered, to the extent possible.

(End of Text)

C-237-HOO1 ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (NAVSEA) (OCT 2018)
(&) The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services
provided under this contract for NUWC Keyport via a secure data collection site. Contracted services excluded from reporting are
based on Product Service Codes (PSCs). The excluded PSCs are:

(1) W, Lease/Rental of Equipment;
(2) X, Lease/Rental of Facilities;
(3) Y, Construction of Structures and Facilities;

(4) D, Automatic Data Processing and Telecommunications, IT and Telecom- Telecommunications Transmission (D304) and
Internet (D322) ONLY;

(5) S, UtilitiesONLY;
(6) V, Freight and Shipping ONLY.
(b) The contractor is required to completely fill in al required data fields using the following web address https://www.ecmra.mil.

(c) Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY),
which runs October 1 through September 30. While inputs may be reported any time during the FY, all data shall be reported no
later than October 31 of each calendar year. Contractors may direct questions to the help desk, linked at
https.//dod.ecmra.support.desk@mail.mil.

(End of Text)

C-237-H002 SUBSTITUTION OF KEY PERSONNEL (NAVSEA) (OCT 2018)

(&) The Contractor agreesthat a partial basis for award of this contract isthe list of key personnel proposed. Accordingly, the
Contractor agrees to assign to this contract those key persons whose resumes were submitted with the proposal necessary to fulfill
the requirements of the contract. No substitution shall be made without prior notification to and concurrence of the Contracting
Officer in accordance with this requirement. Substitution shall include, but not be limited to, subdividing hours of any key
personnel and assigning or allocating those hours to another individual not approved as key personnel.

(b) All proposed substitutes shall have qualifications equal to or higher than the qualifications of the person to be replaced. The
Contracting Officer shall be natified in writing of any proposed substitution at |east forty-five (45) days, or ninety (90) daysif a
security clearance isto be obtained, in advance of the proposed substitution. Such notification shall include: (1) an explanation of
the circumstances necessitating the substitution; (2) a complete resume of the proposed substitute; (3) an explanation as to why the
proposed substitute is considered to have equal or better qualifications than the person being replaced; (4) payroll record of the
proposed replacement; and (5) any other information requested by the Contracting Officer to enable him/her to judge whether or
not the Contractor is maintaining the same high quality of personnel that provided the partial basis for award.

(c) Key personnel are identified in an attachment in Section C.
(End of Text)

C-237-W001 ELECTRONIC COST REPORTING AND FINANCIAL TRACKING (eCRAFT) SYSTEM REPORTING
(NAVSEA) (MAY 2019)
(a) The Contractor agrees to upload the Contractor's Funds and Man-hour Expenditure Reports in the Electronic Cost Reporting
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and Financia Tracking (eCRAFT) System and submit the Contractor’s Performance Report on the day and for the same timeframe
the contractor submits an invoice into the Wide Area Workflow (WAWF) module on the Procurement Integrated Enterprise
Environment (PIEE) system. Compliance with this requirement is a material requirement of this contract. Failure to comply with
this requirement may result in contract termination.

(b) The Contract Status Report indicates the progress of work and the status of the program and of al assigned tasks. It informs the
Government of existing or potential problem areas.

(c) The Contractor’s Fund and Man-hour Expenditure Report reports contractor expenditures for labor, materials, travel,
subcontractor usage, and other contract charges.

(1) Access: : eCRAFT: Reports are uploaded through the eCRAFT System Periodic Report Utility (EPRU). The EPRU
spreadsheet and user manual can be obtained at:  http://www.navsea.navy.mil/Home/Warfare-Centers NUWC-Newport
/Partnerships/Commercial-Contracts/Information-eCraft-/ under eCRAFT information. The link for eCRAFT report submission is:
https://www.pdrep.csd.disa.mil/pdrep_files/other/ecraft.ntm. 1f you have problems uploading reports, please see the Frequently
Asked Questions at the site address above.

(2) Submission and Acceptance/Rejection: Submission and Acceptance/Rejection: The contractor shall submit their reports on the
same day and for the same timeframe the contractor submits an invoice in WAWF. The amounts shall be the same. eCRAFT
acceptance/rgjection will be indicated by e-mail notification from eCRAFT.

(End of Text)

C-242-HO01 EXPEDITING CONTRACT CLOSEOQOUT (NAVSEA) (OCT 2018)

(a) Aspart of the negotiated fixed price or total estimated amount of this contract, both the Government and the Contractor have
agreed to waive any entitlement that otherwise might accrue to either party in any residual dollar amount of $1,000 or less at the
time of final contract closeout. The term "residual dollar amount” shall include al money that would otherwise be owed to either
party at the end of the contract, except that, amounts connected in any way with taxation, allegations of fraud and/or antitrust
violations shall be excluded. For purposes of determining residua dollar amounts, offsets of money owed by one party against
money that would otherwise be paid by that party may be considered to the extent permitted by law.

(b) This agreement to waive entitlement to residual dollar amounts has been considered by both parties. It is agreed that the
administrative costs for either party associated with collecting such small dollar amounts could exceed the amount to be recovered.

(End of Text)

C-242-H002 POST AWARD MEETING (NAVSEA) (OCT 2018)

(&) A post-award meeting with the successful offeror will be conducted within [ 10] days after award of the [contract / task order].
The meeting will be held at the address below:

Location/Address: NUWC Division Keyport, Keyport, WA

(b) The contractor will be given [ 5] working days notice prior to the date of the meeting by the Contracting Officer.

(c) Therequirement for a post-award meeting shall in no event constitute grounds for excusable delay by the contractor in
performance of any provisionsin the [contract / task order].

(d) The post-award meeting will include, but is not limited to, the establishment of work level points of contact, determining the
administration strategy, roles and responsibilities, and ensure prompt payment and close out. Specific topics shall be mutualy
agreed to prior to the meeting.

(End of Text)
C-242-HOO3 TECHNICAL INSTRUCTIONS (NAVSEA) (OCT 2018)

(a) Performance of the work hereunder may be subject to written technical instructions signed by the Contracting Officer and the
Contracting Officer's Representative specified in Section G of this contract. Asused herein, technical instructions are defined to
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include the following:

(1) Directionsto the Contractor which suggest pursuit of certain lines of inquiry, shift work emphasis, fill in details or otherwise
serve to accomplish the contractual statement of work.

(2) Guideinesto the Contractor which assist in the interpretation of drawings, specifications or technical portions of work
description.

(b) Technical instructions must be within the general scope of work stated in the contract. Technical instructions may not be used
to: (1) assign additional work under the contract; (2) direct a change as defined in the"CHANGES" clause of this contract; (3)
increase or decrease the contract price or estimated contract amount (including fee), as applicable, the level of effort, or the time
required for contract performance; or (4) change any of the terms, conditions or specifications of the contract.

(c) If, inthe opinion of the Contractor, any technical instruction calls for effort outside the scope of the contract or isinconsistent
with this requirement, the Contractor shall notify the Contracting Officer in writing within ten (10) working days after the receipt
of any such instruction. The Contractor shall not proceed with the work affected by the technical instruction unless and until the
Contractor is notified by the Contracting Officer that the technical instruction is within the scope of this contract.

(d) Nothing in the foregoing paragraph shall be construed to excuse the Contractor from performing that portion of the contractual
work statement which is not affected by the disputed technical instruction.

(End of Text)

C-244-H002 SUBCONTRACTORS/CONSULTANTS (NAVSEA) (OCT 2018)

Notwithstanding FAR 52.244-2(d) and in addition to the information required by FAR 52.244-2(e) of the contract, the contractor
shall include the following information in requests to add subcontractors or consultants during performance, regardless of
subcontract type or pricing arrangement:

(1) Impact on subcontracting goals,
(2) Impact on providing support at the contracted value,

(3) IF SEAPORT TASK ORDER - The results of negotiations to incorporate fee rate caps no higher than the lower of (i) SeaPort-e
fee rate caps for the prime contractor, or in the case where the proposed subcontractor is also a SeaPort-e prime, (ii) fee rate caps
that are no higher than the subcontractor's prime SeaPort-e contract.

(End of Text)

C-245-HOO3 FACILITIESTO BE GOVERNMENT FURNISHED--ALTERNATE | (NAVSEA) (MAR 2019)

(&) The price and delivery schedule set forth in this contract contemplate the rent-free use of the facilitiesidentified in paragraph
(b) below. If the Government limits or terminates the Contractor's rent-free use of said facilities, and such action affects the ability
of the Contractor to perform this contract in accordance with its terms and conditions, then an equitable adjustment in the price or
delivery schedule or both, shall be made pursuant to the clause entitled " Changes--Fixed Price" (FAR 52.243-1) or "Changes--
Cost-Reimbursement” (FAR 52.243-2), as applicable, provided; however, that if the limitation or termination is due to failure by
the Contractor to perform its obligations under this contract, the Contractor shall be entitled only to such adjustment as the
Contracting Officer determines to be appropriate under the circumstances.

(b) The Contractor is authorized to use the facilities described below upon the prior written approval of the cognizant Contract
Administration Office, which shall determine that such facilities are required to carry out the work provided for by this contract.
Immediately upon receipt of each item of approved facilities, the Contractor shall notify the cognizant Contract Administration
Office of the receipt of such facilities owned by the Government, which shall be made a part of the plant account assigned to the
Contractor at that location.

DESCRIPTION AND IDENTITY OF FACILITIES

Office space at NUWC Keyport

(c) Inthe event thereisin existence afacilities management contract effective at the same plant or general location, the facilities
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provided hereunder shall be made subject to all the terms and conditions of the facilities management contract.

(End of Text)

C-245-H005 INFORMATION AND DATA FURNISHED BY THE GOVERNMENT--ALTERNATE | (NAVSEA) (MAY
2019)

(a) Contract Specifications, Drawings and Data. The Government will furnish, if not included as an attachment to the contract,
any unique contract specifications or other design or ateration data cited or referenced in Section C.

(b) Government Furnished Information (GFI). GFl is defined as that information essential for the installation, test, operation, and
interface support of al Government Furnished Material identified in an attachment in Section J. The Government shall furnish
only the GFI identified in an attachment in Section J. The GFI furnished to the contractor need not be in any particular format.
Further, the Government reserves the right to revise the listing of GFl as follows:

(1) The Contracting Officer may at any time by written order:

(i) delete, supersede, or revise, in whole or in part, dataidentified in an attachment in Section J; or

(ii) add items of data or information to the attachment identified in Section J; or

(iii) establish or revise due dates for items of data or information in the attachment identified in Section J.

(2) If any action taken by the Contracting Officer pursuant to subparagraph (1) immediately above causes an increase or decrease
in the costs of, or the time required for, performance of any part of the work under this contract, the contractor may be entitled to an
equitable adjustment in the contract amount and delivery schedule in accordance with the procedures provided for in the
"CHANGES' clause of this contract.

(c) Except for the Government information and data specified by paragraphs (a) and (b) above, the Government will not be
obligated to furnish the Contractor any specification, standard, drawing, technical documentation, or other publication,
notwithstanding anything to the contrary in the contract specifications, the GFl identified in an attachment in Section J, the clause
of this contract entitled "Government Property” (FAR 52.245-1) or "Government Property Installation Operation Services' (FAR
52.245-2), as applicable, or any other term or condition of this contract. Such referenced documentation may be obtained:

(1) Fromthe ASSIST database viathe internet at https.//assist.dla.mil/online/start/; or
(2) By submitting arequest to the

Department of Defense Single Stock Point (DoDSSP)

Building 4, Section D

700 Robbins Avenue

Philadelphia, Pennsylvania 19111-5094

Telephone (215) 697-6396
Facsimile (215) 697-9398

Commercial specifications and standards, which may be referenced in the contract specification or any sub-tier specification or
standard, are not available from Government sources and should be obtained from the publishers.

(End of Text)

PERFORMANCE WORK STATEMENT (PWS)
SECTIONS
1 - Introduction

2 - Description of Services
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3 - Genera Information

4 - Basis of Estimate

5 - Reporting Requirements

6 - Government Furnished Property
1.0INTRODUCTION

1.1 Background

The Naval Undersea Warfare Center Division, Keyport, WA (NUWC Keyport) In-Service Engineering (1SE) Department is
responsible for life-cycle system support, including the development, maintenance and/or support of avariety of In-Service
Engineering tactical and non-tactical systems. The Information Technology Division isresponsible for the delivery of Navy
Marine Corp Internet services and the operation of Corporate Information Technology (IT) infrastructures and applications
supporting business operations and Research, Development, Test, and Evaluation (RDT&E) activities.

1.2 Purpose
1.2.1 Program Based Services

Obtain technical servicesin the development and system life-cycle support through system devel opment, software application
development, software modification, software support, software testing, system integration, cyber security, and systems
administration. Services provided under this task order will be performed as part of a government/contractor Software Application
Development and Support Team. The services provided under this task order will apply to a number of existing programs and
projects, aswell as similar programs, projects or work efforts that may arise or require contractor support. Each of these may have
their own funding sources and Government staffing and management teams. They will be sponsored by avariety of Program
Offices. NUWC Keyport has identified requirements for engineering and technical support, including functional expansion and
implementation support, in the following areas, or similar systems:

o Aircraft Carrier Tactical Support Center (CV-TSC)

Advanced Skills Management (ASM)

Countermeasures Set Acoustic (CSA) and Tactical Decision Aid (TacDA)
Obsolescence Management Information System (OMIS)

Nosig/Ship to Shore Data Exchange (S2DE)

Range Systems and Fleet Training Technology

Fleet Test and Training Targets

Unmanned Undersea Vehicle (UUV) Operations, Training, and Test Infrastructure
Emergent Test and Fleet Training Infrastructure

Weapon Systems Information Technology (WSIT)

o Augmented Reality/Virtual Redlity (AR/VR)

e Cyber Security Engineering

1.2.2 Corporate Based Services
Obtain Information Technology services for the operation, maintenance, and modernization of Keyport I T infrastructures. Tasking
includes:

Unclassified and Classified Network Operations

Corporate Voice over Internet Protocol (VolP) Operation and Support
IT Support Services (Tier 2 support services)

Video Teleconference Support

o Hardware/Software Management

o Telecommunication Management

e |T Configuration Management

¢ Web devel opment and modernization
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e System Administration
e |T Asset Management
o Drafting Support

1.3 Scope
The contractor shall perform the tasks required and delineated in this Performance Work Statement (PWS) upon receipt of
Technical Instructions (TI) from the Contracting Officer's Representative (COR).

1.4 Location of the Work

The contractor shall perform the services outlined in thiswork statement at NUWC Keyport, Keyport Bangor Annex, Keyport
Bangor Docks and Keyport Naval Undersea Museum. Travel may be required to support tasking or initiatives at NUWC Keyport
Detachments including, Hawaii, San Diego, range locations at Zelatched Point, WA, Nanaimo, Canada, and Port Angeles, WA.
Additional work locations and travel may be required, but none are known at thistime.

1.5 Deliverables and Digital Data M anagement

The Government shall own all software and data created under this task order that is not integral to the pre-existing Commercial
Off-The-Shelf (COTS) software to which it relates. The contractor shall identify all software and other data to be delivered with
less than Unlimited Rights. The Government reserves the right to review all data associated with and developed for this task order.
The contractor shall be responsible for the digital generation, reception and electronic delivery of data. All data shall be developed,
managed, used, and exchanged electronically to the greatest extent practicable. The contractor shall maintain compatibility with the
World Wide Web (WWW) browser, electronic mail (e-mail), and software used by NUWC Keyport throughout the life of the task
order. NUWC Keyport is on Navy Marine Corps Internet (NMCI) and runs Microsoft Office products and Adobe Acrobat.
Controlled Unclassified Information (CUI) as defined in DD254, Attachment 02, transmitted via email must be encrypted to the
current Department of Defense (DoD/Department of Navy (DON) standard employing Public Key Infrastructure (PKI) credentials.

1.5.1 Electronic Transmission from External (Non-Navy) Systems and Networks
Submittals requiring review shall have an electronic comment form attached. Alternatives to electronic deliveries include (but are
not limited to) CD/DVD deliveries as may be directed in a Tl or elsewhere in this PWS.

1.5.2 Classified Data Transmission
Classified data shall not be transmitted electronically on unclassified networks.

1.5.3 Delivery
Items submitted electronically shall be considered delivered when they are successfully transmitted and received. Items not
delivered electronically shall be delivered using best commercial practice.

1.5.4 Electronic Mail

E-mail shall be used to facilitate the transfer of unclassified data only. Use of e-mail shall not relieve the contractor from
compliance with other areas of this task order requiring other types of communication. No communication viae-mail can change
the scope of thistask order other than directly from the Contracting Officer.

1.5.5Industry Standards

Software development and maintenance work under this task order is to be accomplished in accordance with existing and accepted
industry standards. The industry standards that are applicable to this task order are:

o Software Engineering Institute - Capability Maturity Model Integrated Software Engineering I nstitute — Capability Maturity
Model Integration (SEI-CMMI) Level 2 or higher: Version 1.3 (available online)

¢ Institute of Electrical and Electronics Engineers (IEEE) Standard 12207-2008 - Systems and software engineering --
Software life cycle processes. Version 2008 (available online)

1.5.6 Contract Data RequirementsList Items
Contract Data Requirements List (CDRL) items are specified in Contract Exhibit A. Whenever a CDRL requirement is referenced
in this PWS, the CDRL number is provided.

2.0 DESCRIPTION OF SERVICES
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Most of the servicesin this section will be performed by contractor personnd as part of a government/contractor Software
Application Development and Support Team most often using Agile methods for team and work management. The technical
direction of products; prioritization of work efforts; and design, functionality and system engineering decisions are inherently
governmental functions and will be made by government personnel.

The contractor shall provide necessary personnel to accomplish all contract work and services within the government specified
timeframes. The contractor shall provide personnel with qualifications, necessary licenses, certifications, training, experience
levels and security clearances that are required, including those required by Federal, State and local laws and regulations.
Minimum requirements are identified in Table 2-1 below. Contractors must have the ability to effectively communicate (both
verbally and written) to all applicable parties. Personnel assigned to these tasks will need the tact and diplomacy to effectively
work with civilian and military personnel to maintain the professionalism of NUWC Division Keyport.

It is not the government’s responsibility to develop private contractor employees. In the event that a one-time training event is
required, or training specific to the government that cannot be obtained commercially is required, the Contracting Officer will
approve the training by issuing a Tl to the contractor. If it isin the Government’s interest to pay for commercialy available
training, it may do so by issuing a Tl to the contractor. The Government will not pay for any training necessary to meet the
required training, education, and experience qualifications listed in Table 2-1.

2.1 Labor Categories
The following labor categories are the anticipated support; however, additional labor categories may be added after award for
requirements that fall within the scope of this task order but not anticipated at this time:

2.1.1 Softwar e (Computer) Engineering

Conduct or participate in multidisciplinary research and collaboration with equipment designers and/or hardware engineersin the
planning, design, development, and utilization of electronic data processing systems software. Analyze computer user needs; advise
hardware designers on machine characteristics that affect software systems such as storage capacity, processing speed, and
input/output requirements; design and develop compilers and assemblers, utility programs, and operating systems. Build and code
applications and/or modules. Develop patches and upgrades to existing systems.

2.1.2 & 2.1.3 Applications Softwar e Programming (Journeyman) —JAVA, JEE, Java Script
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.4 Applications Softwar e Programming (Entry Level) —JAVA, JEE, Java Script
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.5 Applications Softwar e Programming — C#, SQL, ASP .Net
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.6 Applications Softwar e Programming — VB.Net, SQL, ASP .Net
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.7 & 2.1.8 Applications Softwar e Programming — General
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.9 Applications Softwar e Programmer (Journeyman) — C#, SQL, .Net Core
Build and/or modify complex application programs from design specifications. Design, code, test, debug, document and maintain
programs.

2.1.10 Automated Test Softwar e Programming
Build and/or modify automated test programs from test requirements, test specifications or existing software test cases as required.
Design, code, test, debug, document, and integrate with open source automated test applications.
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2.1.11 Test System Softwar e Programming

Build and/or modify various test system programs from design hardware test requirements, test specifications or existing software
test programs as required. Design, code, test, debug, document, integrate with associated test system hardware and maintain
programs.

2.1.12 Business Analysis

Analyze, compile and document requirements for new or modified software application functionality; represent user needs to the
technical development team. Create Use Cases and review development and production software for correct functionality.
Document issues and desired changes in technical detail sufficient for programmers to create or modify application code, schema,
database structures, screen layouts, workflow, etc.

2.1.13 Unity AR/VR Development — Mixed Reality Software Engineer
Develop, update, test, and maintain object-oriented Augmented Redlity (AR), Virtual Redlity (VR), and Mixed Redlity (MR)
software applications for multiple hardware and software platforms using Unity game engine.

2.1.14 3D Artist Virtual Reality

Create, update, test, and maintain 3D models, Computer Aided Design (CAD), textures, materials, shaders, and sounds to build
cohesive and immersive Virtual Readlity (VR) environments for multiple hardware and software platforms using Unity game
engine.

2.1.15 & 2.1.16 Software Test Engineering

Develop test scenarios, test cases, and test procedures for requirements compliance. Define and configure test fixtures and
instrumentation. Conduct software testing; documenting defects in the defect tracking systems. Operate a variety of computer
automated and manual test equipment including system simulators and stimulators. Ensure the accuracy and consistency of test
data results through thorough documentation processes.

2.1.17 & 2.1.18 Software Testing
Conduct software testing and document defects in the defect tracking systems.

2.1.19 General Database Administration

Create and maintain devel opment, test, and production databases including primary storage structures and objects. Perform
capacity planning, database tuning and optimization, system resource planning and allocation, and implementation of backup and
recovery strategies. Control and monitor user access to the database. |mplement and enforce appropriate security protocolsin
accordance with Department of Defense (DoD) standards. Provide technical support to application development teams. Perform
evauation and implementation of new database technologies. Troubleshoot and resolve issues with availahility, performance, and
integrity of the databases.

2.1.20 General Database Administration

Create and maintain, development, test, and production databases including primary storage structures and objects. Perform
capacity planning, database tuning and optimization, system resource planning and allocation, and implementation of backup and
recovery strategies. Control and monitor user access to the database. I|mplement and enforce appropriate security protocolsin
accordance with DoD standards. Implement Information Assurance & Vulnerabilities Assessments (IAVA) and Security Technical
Implementation Guides (STIG) as required. Provide technical support to application development teams. Perform evaluation and
implementation of new database technologies. Troubleshoot and resolve issues with availability, performance, and integrity of the
databases.

2.1.21 ORACLE Database Administration

Create and maintain, development, test, and production ORACLE databases including primary storage structures and objects.
Perform capacity planning, database tuning and optimization, system resource planning and allocation, and implementation of
backup and recovery strategies. Control and monitor user access to the database. Implement and enforce appropriate security
protocols and ensure security patch levels are up to date in accordance with DoD standards. Implement IAVA and STIGs as
required. Provide technical support to application development teams. Perform evaluation and implementation of new database
technologies. Troubleshoot and resolve issues with availability, performance, and integrity of the databases.

2.1.22 System Administration



NO0025321F3001 - FINAL

Page 28 of 125
Perform system administration functions including maintaining hardware, ensuring operating systems, application software, and
security patch levels are up to date. Monitor Windows automated update service and apply manual updates when needed. Maintain
system configuration documents. Maintain network integrity and connectivity, ensure compliance with information security
policies and maintain system backup and recovery capability. Perform operating system builds and rebuilds. Review |AVA and
STIGs for supported operating systems and implement as required. Ensure compliance by using mandated and government-
provided automated scanning tools, and provide mitigations as applicable. Document system configuration and create images
utilizing various tools.

2.1.23-2.1.24 System Administration

Perform system administration functions. Maintain network integrity and connectivity, ensure compliance with information
security policies and maintain system backup and recovery capability. Review 1AVA and STIG for supported operating systems,
implement and verify the implementation of the fixes. Ensure compliance by using mandated and government-provided automated
scanning tools, and provide mitigations as applicable. Document system configuration and create images utilizing various tools.

2.1.25 User Interface Design
Design and devel op user interfaces to support the organizations; work with multiple customer’s’end users. Define, document, and
implement requirements.

2.1.26 Application Support

Provide middle tier (Level 2) application support. Troubleshoot and identify issues in software applications and data housed in
production, development and test databases. Document support requests in automated tracking systems and defect tracking
systems.

2.1.27 I T Technical Writing

Write technical articles, reports, brochures, help files, and/or manuals for documentation for awide range of uses. Coordinate the
display of graphics and the production of the document. Work with internal teams to understand product documentation
requirements. Create strong content that fulfills Navy and DoD standards. Write straight-forward user tutorials and interface text.
Utilize avariety of mediaforms. Include images and charts. Analyze current content and make improvements as necessary.

2.1.28 —2.1.30 Cyber Security Support Analysis

Perform Information Assurance (1A) functions for various programs and projects; these include preparing system accreditation
documentation required by the Navy and/or DoD, evaluating security configurations of systems, and maintaining security
configurations of production, development and test systems by applying and configuring security controls. Review IAVA and
STIGs for supported operating systems, implement and verify the implementation of the STIG. Verify Cybersecurity compliance of
the systems in accordance with DoD provided tools.

2.1.31 Cyber Security Support Analysis

The contractor shall provide numerous aspects of Cybersecurity Support representing Command interests and reporting as well as
significant direct support to system owners and end-users. These areas include various aspects of Cybersecurity (CS) compliance
and CS customer support areas. Support areas addressed by this section include oversight, support, and validation for information
systems Assess and Authorize efforts; oversight of system and data access approvals, providing CS technical support and guidance
developing CS policy implementation plans; |AVM/Vulnerability Remediation Asset Management execution and reporting;
Communication tasking orders compliance; ensuring Command CS defense-in-depth strategy, compliance, and investigating
misuse of critical IT; the Cybersecurity Workforce (CSWF) Program , ensuring compliance with Navy Cyber Defense Operations
Command directives.

2.1.32 Cyber Operations Engineering

Perform advanced vulnerability assessment and analysis of systems and applications during all phases of the system life cycle. This
includes. analyze developed and procured software code for security vulnerabilities; conduct penetration testing of software and
eva uate security programs, perform information operations support, including cyber security engineering for applications and
systems and the review and evaluation of cyber security related policies, practices and procedures.

2.1.33 Network Ar chitect
Provide technical support in the installation, maintenance, operation, troubleshooting, upgrading and re-configuration of Keyport's



NO0025321F3001 - FINAL

Page 29 of 125

corporate network cable facilities which include unclassified, classified (Secret) environments and Sensitive Compartmented
Information Facility (SCIFs). Requires Top Secret Clearance.

2.1.34 Network Administrator (Vol P Support)

Provide holistic operation of Keyport's corporate Vol P system to include maintenance, troubleshoot, design and upgrade, and
re-configuration ensuring compliance with Joint Interoperability Test Command (JITC) unified communications directives, DoD
policy and mandates, and Defense Information Systems Agency STIGs.

2.1.35/36/37 Computer User Support Specialist (Tier 2 level IT Support)

Operate and monitor on-site Tier 2 1T Support operations. Advocate for the customer through ticket resolution and closure for all
escalated tickets. Provide analytical and technical on-site support for the operations of desktop/laptop computers, workstations,

and peripherals on corporate hardware within unclassified and classified environments. Design, develop, and maintain installations
of avariety of client operating systemsincluding, but not limited to activities associated with the investigation of new operating
systems, deployment and install ation techniques and options, the maintenance and updates for new and existing operating systems,
the configuration of the many different components of the workstation operating system to provide for reliable and stable
integration into the Keyport environment

Assist the Assistant Contract Technical Representative (ACTR) in the ordering, delivery, and troubleshooting of Next Generation
Enterprise Network/ Navy Marine Corps Intranet (NGEN/NMCI) services including user accounts, computers, software, and
peripherals.

Manage and schedul e the daily operation of Keyport's corporate Video Teleconferencing systems, that are composed of Keyport
owned and NMCI systems. Schedule, setup, and troubleshoot unclassified and classified corporate Video Teleconferencing (VTC)
sessions. Maintain VTC room access and usage logs. Provide monthly metrics on VTC's total number of sessions including
successful and unsuccessful events

Support IT asset management activities in accordance with applicable Intelligence Community (IC) and DoD policies, instructions
and guidance. Perform I T asset management activities to support the processes of inventory, I T receiving, re-use, and disposal.

2.1.38 Computer Operators (Har dwar e/Softwar e M anagement Support)

Work with various Keyport customers on IT procurement actions, process I T Procurement Requests (ITPRs) submissions, DoN
Applications and Database Management System (DADMS) new adds, associations, and updates. Track hardware and software
licensing and associated maintenance renewals.

2.1.39 Telecommunications Equipment I nstaller

Telecommunications Management consists of the operation, ordering, delivery, and cancellation of data circuits, voice circuits, and
cellular services. Must have familiarity with the Defense Information System Agency (DISA) Direct Order Entry Process.
Responsible for maintaining accurate accounting of all Keyport data circuits. Provide monthly metrics on cellular usage to include
under-utilization, over-utilization, and zero usage.

2.1.40 Computer SystemsAnalyst (IT Configuration Manager)

Responsible for developing and managing an IT Configuration Management (CM) program. Will coordinate with change initiator
and Configuration Control Board (CCB) for the routing and approval of IT system changes for corporate IT systems and approved
RDT&E lab capahilities.

2.1.41/42 Web Developer
The contractor shall provide the following web support utilizing such software as Microsoft Office, Hyper Text Markup Language
(HTML), Microsoft SharePoint Designer, Microsoft .NET development tools, and Microsoft SharePoint.

2.1.43REMOVED

2.1.44 Computer System Administrator

Keyport corporate I T consists of several server farms that exist locally, at various detachment sites, and at Commercia Cloud
Service Provider (CCSP) Federal Risk and Authorization Management Program (FeEdRAMP) Impact Level Four/Five (IL4/5)
environments. Server support requires specialized skills and experience in the operation of large geographically dispersed IT
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infrastructures. These infrastructures may be network connected or isolated as a stand-alone enclave. Server support will consist
of providing analytical and technical on-site support for the operations of Windows/Linux based servers and storage.

2.1.451T Asset Manager

Provide IT asset management activities in accordance with applicable |C and DoD poalicies, instructions, and guidance. Make
recommendations to improve | T asset management processes and procedures in accordance with |C and DoD policies, instructions,
and guidance. Perform I T asset management activities to support the processes of inventory, I T receiving, re-use, and disposal.

2.1.46 Drafter
Provide technical drawing support for corporate I T infrastructures to include the creation and modification of network engineering
drawings, accreditation package drawings, rack elevation drawings, conceptual project drawings, and as-built drawings.

2.1.47 Project Management Support

Provide project management support using Agile software and processes established by the Government. Set up and track earned
value metrics (EVM) for software projects. Monitor and document project status using Agile tools and methodologies. Perform
project analysis, schedule, and cost forecasting. Compile programmatic metrics, briefings, and reports. Participate in project
planning. Schedule project meetings; create and distribute meeting minutes. Assist project personnel in developing project plans
and supporting documents.

2.1.48-2.1.51 Team Leads

The contractor shall designate Team Leads who will provide day to day supervision of the work force on site. Team Lead positions
include:

o Lead Network Architect

o Lead Sr. Computer Systems Administrator
o | ead Computer User Support Specialist

o L ead Web Developer.

2.2 Key Personnel
NUMBER OF KEY PERSONNEL: ONE (1)
The following are key personnel and the requisite education and skills that apply.

2.2.1 Program Manager

The contractor shall designate a Program Manager (PM) who shall possess sufficient corporate experience and authority to
manage, direct, execute and control all elements of the task order. The PM shall serve asthe primary technical point of contact
between the contractor and the COR, and be responsible for the coordination of al contractor technical activities related to the task
order. The Program Manager shall have a substantial background in the design, development, test and support of complex software,
as a participating member of technical teams.

2.3 Labor Categories, Training, Education and Experience

Table 2-1 lists the labor categories and expected individual qualifications for the support to be provided under the PWS
paragraph(s) in the first column of the table. The qualifications include the following: 1) Required qualifications which are the
minimum deemed necessary to successfully perform the tasking to be assigned (experience identified for each area of support may
have been acquired concurrently); and 2) Desired qualifications which are those qualifications the Government would like to seein
addition to the required qualifications.

Contractor personnel shall be assigned to contract efforts in a manner that will maximize productivity and efficiency. Normally,
this means utilizing the lowest category of labor that isfully capable of performing afunction. The contractor must utilize these
categories when estimating tasks and reporting labor expenditures.

The Bureau of Labor Statistics (BLS) data provided in Table 2-1 is provided as the minimum proposal rate allowed per |abor
category. It reflects the government’s best approximation of the BLS-defined Standard Occupational Classification (SOC) and
approximate hourly rate for each Labor Category. The datais from the BLS website; http://data.bls.gov/oes/ . The geographical
type used from the website is “Metropolitan or Non-Metropolitan Ared’, the areais“ Seattle-Tacoma-Bellevue, WA”, and the
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period is“May 2017 (the latest data available).

The acceptable minimum hourly rate is based on the BLS data, and an escalation rate of 9% (3% per year). The escalation rateis
applied to get the rates from 2017. Thisisfor proposal purposes only, further described in SectionsL & M of the solicitation.

Table C-1: Labor Categories, Training, Education and Experience Qualifications

PWS Description
Paragraph
211 Softwar e (Computer) Engineer

Required: A Four-Year or higher Math,
Engineering, Computer Science, or
Computer Engineering Degree from an
ABET-accredited program. A minimum of
three years' experience asa C++
Application Devel oper.

Desired: A minimum of three years of
development and engineering experience
in one or more of the following operating
systems: (1) Linux, (2) Unix, and (3)
Windows. Three years of experience in one
or more of the following software
development languages. Assembly, C,
C++, and X-Windows.

Closest BLS SOC: 15-1133, Software
Developers, Systems Software

Pay Range: $59.52 - $65.78 (-5% to +5%
of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $59.52

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$65.78

Security Clearance Required: Secret

212 Applications Softwar e Programmer
(Journeyman) - JAVA, JEE, Java Script
—Description 1

Required: A Four-Year or higher
Computer Science or Computer
Engineering Degree from an
ABET-accredited program. A minimum of
four years of experience as a Java
Application Devel oper.

Desired: A minimum of one year of
experience using any or al of the
following technologies: (1) Hibernate, (2)
Java Server Pages (JSP), (3) Angular, (4)
Java Script, (5) Cascading Style Sheets
(CSS), (6) JBoss, and (7) relational
databases.

Closest BLS SOC: 15-1132, Software
Developers, Applications




Pay Range: $68.04 - $78.24: (-0% to
+15% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $68.04

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$78.24

Security Clearance Required: Secret

213

Applications Softwar e Programmer
(Journeyman) - Java, JEE, Java Script —
Description 2

Required: A Four-Year or higher
Computer Science or Computer
Engineering Degree from an
ABET-accredited program. A minimum of
four years of experience as a Java
Application Developer.

Desired: A minimum of one year of
experience using any or al of the
following technologies: (1) Hibernate, (2)
Java Server Pages (JSP), (3) Angular, (4)
Java Script, (5) Cascading Style Sheets
(CSS), (6) JBoss, (7) Message Queuing, or
(8) relational databases.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $68.04 - $78.24: (-0% to
+15% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $68.04

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$78.24

Security Clearance Required: Secret

214

Applications Softwar e Programmer
(Entry Levd) - Java, JEE, Java Script

Required: A Four-Year or higher Computer
Science or Computer Engineering Degree
from an ABET-accredited program.
Educational classroom experience with
Java.

Desired: Experience using any or all of the
following technologies: (1) JEE, or (2)
Java Script.

Closest BLS SOC: 15-1131, Computer
Programmers

Pay Range: $49.73 - $58.01: (-10% to
+5% of Annual 25t Percentile Wage)
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Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $49.73

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$58.01

Security Clearance Required: Secret

215

Applications Softwar e Programmer —
C#, SQL, ASP .Net

Required: A Four-Year or higher Computer
Science or Computer Engineering Degree
from an ABET-accredited program or 15
years of experience in general
programming. A minimum of three years
of experience building and maintaining
web applications using the following
programming languages. C#, SQL, ASP
.Net, and Java Script.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

216

Applications Softwar e Programmer —
VB.Net, SQL, ASP .Net

Required: A Four-Year or higher Computer
Science or Computer Engineering Degree
or 5 years of experiencein general
programming.

Desired: A minimum of three years of
experience building and maintaining web
applications using the following
programming languages. VB.Net, SQL,
ASP Net, HTML, CSS, and Java Script.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44
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Security Clearance Required: Secret

217

Applications Softwar e Programmer —
General — Description 1

Required: Four years of experience asa
Java Application Developer.

Desired: A minimum of one year of
experience using any or al of the
following technologies: (1) Hibernate, (2)
JSP, (3) Angular, (4) Java Script, (5) CSS,
(6) JBoss, and (7) relational databases.

Closest BLS SOC: 15-1131, Computer
Programmers

Pay Range: $52.49 - $58.01: (-5% to +5%
of Annual 25t Percentile Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $52.49

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$58.01

Security Clearance Required: Secret

218

Applications Softwar e Programmer —
General — Description 2

Required: A minimum of three years of
experience building and maintaining web
applications using the following
programming languages. C#, SQL, .Net
Core, and Java Script.

Closest BLS SOC: 15-1131, Computer
Programmers

Pay Range: $52.49 - $58.01: (-5% to +5%
of Annual 25t Percentile Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $52.49

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$58.01

Security Clearance Required: Secret

219

Applications Softwar e Programmer
(Journeyman) — C#, SQL, .Net Core

Required: A Four-Year or higher Computer
Science or Computer Engineering Degree
from an ABET accredited school or 4
years of experience in general
programming. A minimum of three years
of experience building and maintaining
web applications using the following
programming languages. C#, SQL, .Net
Core, and Java Script.
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Desired: A minimum of one year of
experience using any of al of the
following technologies: (1) Bootstrap, (2)

JQuery

Closest BLS SOC: 15-1131, Computer
Programmers

Pay Range: $52.49 - $58.01: (-5% to +5%
of Annual 25t Percentile Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $52.49

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$58.01

Security Clearance Required: Secret

2.1.10

Automated Test Softwar e Programmer

Required: A Four-Year or higher
Computer Science Degree from an
ABET-accredited program. A minimum of
three years of experience developing
testing scripts for automated web software
testing using open source automated
testing applications. A minimum of two
years of experience using each of the
following technologies: (1) JAVA and (2)
JavaScript.

Desired: A minimum of one year of
experience transitioning existing test cases
into automated testing scripts.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escaated): $61.24

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2111

Test System Softwar e Programmer

Required: A Four-Year or higher Computer
Science, Computer Engineering, Electrical
Engineering or Electrical Engineering
Technology degree from an
ABET-accredited program. A minimum of
three years of experience developing
software for automated test equipment. A
minimum three years of experience in one
the following programming languages is
required: (1) C#, (2) .Net Core, (3) SQL,
or (4) JavaScript.
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Desired: A minimum of one year or more
of experiencein any or al of the following
programming languages. (1) C#, (2) .Net
Core, (3) SQL, or (4) JavaScript.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2112

Business Analyst

Required: A minimum of three years of
experience anayzing, compiling and
documenting requirements for new or
modified software application
functionality.

Desired: A Four-Year or higher Computer
Science or Management of Information
Systems degree from an ABET-accredited
program. A minimum of three years of
experiencein any or al of the following
areas. (1) representing user needs to the
technical development team (programmers
and engineers), (2) creating Use Cases, (3)
reviewing development and production
software for correct functionality, and (4)
documenting issues and desired changesin
technical detail sufficient for programmers
to create or modify application code,
schema, database structures, screen
layouts, or application workflow.

Closest BLS SOC: 15-1121: Computer
Systems Analysts

Pay Range: $45.64 - $55.78: (-10% to
+10% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $45.64

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$55.78

Security Clearance Required: Secret

2113

Mixed Reality Software Engineer

Required: A Four-Year or higher
Computer Science degree from an
ABET-accredited program. A minimum of
two years of experience using all of the
following programming languages. (1)
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C++, (2) C#, and (3) Python. A minimum
of two years of experience using Unity
game engine. A minimum of two years of
experience creating applications for AR
and VR.

Desired: A minimum of one year of
experience with the following skills and
technologies. (1) Unreal game engine, (2)
computer vision, (3) processing live video,
(4) Balt, (5) UI/UX design, (6) continuous
integration systems, (7) 3D models, (8)
Computer Aided Design and, (9) textures,
materials, shaders, animations, and
sounds. (10) Software design using
Unified Modeling Language, (11) Testing
3D graphics applications using AR/VR,
and (12) compiling and writing software
documentation.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2114

3D Artist —Virtual Reality

Required: A minimum of two years of
experiencein al of the following skills: (1)
game design, (2) creating 3D models and
sounds for virtual reality, (3) virtual reality
development (4) setting up materials and
shaders, and (5) creating immersive
lighting and environmental effects, (6)
organic modeling, (7) hard-surface
modeling, (8) creation of high-level
animations, (9) 3D Studio Max, (10)
Maya, (11) Blender, (12) Photoshop, and
(13) Substance Painter.

Desired: A minimum of one year of
experiencein any or al of the following
areas. (1) front-end design, (2) graphical
user interface design, (4) Zbrush, (5)
physically based rendering, (6) Bolt, and
(7) Rigging.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $61.24
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Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2.1.15

Softwar e Test Engineer — Description 1

Required: Four-Year or higher Computer
Science from an ABET-accredited
program. A minimum of three years of
experience developing test cases and test
procedures for requirements compliance.

Desired: A minimum of four years of
experience developing test cases and test
procedures for requirements compliance.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2.1.16

Softwar e Test Engineer — Description 2

Required: Four-Year or higher Computer
Science or Engineering Degree from an
ABET-accredited program.

Desired: A minimum of three years of
experience developing test cases and test
procedures for requirements compliance.

Closest BLS SOC: 15-1132, Software
Developers, Applications

Pay Range: $61.24 - $71.44: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $61.24

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.44

Security Clearance Required: Secret

2117

Softwar e Tester —Description 1

Required: A minimum of one year of
experience in Software Testing.

Desired: A minimum of two years of
experience in Software Testing.
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Closest BLS SOC: 15-1121: Computer
Systems Analysts

Pay Range: $45.64 - $55.78: (-10% to
+10% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $45.64

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$55.78

Security Clearance Required: Secret

2.1.18

Softwar e Tester — Description 2

Required: A minimum of one year of
experience in Software Testing.

Closest BLS SOC: 15-1121: Computer
Systems Analysts

Pay Range: $45.64 - $55.78: (-10% to
+10% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $45.64

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$55.78

Security Clearance Required: Secret

2119

General Database Administrator —
Description 1

Required: A Four-Year or higher Computer
Science or Computer Engineering Degree
required. A minimum of five years of
dedicated database administration
experience can substitute for the education
requirement. Experience with database
standards and industry methodol ogies.
Awarded and current certification(s)
sufficient to be designated an Information
Assurance Technician (1AT) Level 11 or
higher in accordance with DoD 8570
requirements.

Desired: A minimum of three years of
experience in database systems and
database administration including design
and devel opment.

Closest BLS SOC: 15-1141, Database
Administrators

Pay Range: $52.27 —$60.52: (-5% to
+10% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $52.27
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Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$60.52

Security Clearance Required: TS
investigation is required.

2.1.20

General Database Administrator —
Description 2

Required: Awarded and current
certification(s) in accordance with DoD
Cybersecurity Workforce policy
requirements. A Four-Year or higher
Computer Science or Computer
Engineering Degree from an
ABET-accredited program. A minimum of
five years of dedicated database
administration experience in combination
with a professional database certification
can substitute for the education
requirement. A minimum of three years of
experience in all of the following areas: (1)
database systems and database
administration including design and
development. (2) database standards and
industry methodologies.

Closest BLS SOC: 15-1141, Database
Administrators

Pay Range: $52.27 —$60.52: (-5% to
+10% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $52.27

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$60.52

Security Clearance Required: T5
investigation is required.

2121

ORACLE Database Administrator

Required: Awarded and current
certification(s) in accordance with DoD
Cybersecurity Workforce policy
requirements. A Four-Year or higher
Computer Science or Computer
Engineering Degree from an
ABET-accredited program. A minimum of
five years of dedicated ORACLE database
administration experience in combination
with ORACLE Certified Professional
(OCP) certification can substitute for the
education requirement. A minimum of
three years of experience performing
database administration of ORACLE 12c
(or higher) in aReal Application Cluster
(RAC) environment.

Desired: A professional certification in any
or al of thefollowing (listed in ascending
order of importance): (1) ORACLE
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Certified Associate (OCA), (2) ORACLE
Certified Professional (OCP), or (3)
ORACLE Certified Master (OCM). A
minimum of one year of experience with
any or al of the following technologies:

(1) Oracle Cloud Control, (2) Recovery
Manager (RMAN), and (3) web application
server.

Closest BLS SOC: 15-1141, Database
Administrators

Pay Range: $62.14 - $71.95: (-5% to
+10% of Annual 75t Percentile Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $62.14

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$71.95

Security Clearance Required: T5
investigation is required.

2122

System Administrator — Description 1

Required: Awarded and current
certification(s) in accordance with DoD
Cybersecurity Workforce policy
requirements. A minimum of three years of
experience performing system
administration of Microsoft Windows
Server environment.

Desired: Microsoft Software Engineering
Certification and a minimum of one year
of experiencein any or al of the
following: (1) Red Hat Enterprise Linux
(RHEL), (2) web application server, and
(3) network engineering.

Closest BLS SOC: 15-1142, Network and
Computer Systems Administrators

Pay Range: $47.19 — $54.64: (-5%to
+10% of Annua Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $47.19

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$54.64

Security Clearance Required: T5
investigation is required.

21.23

System Administrator — Description 2

Required: Awarded and current
certification(s) in accordance with DoD
Cybersecurity Workforce policy
requirements. A minimum of three years of
experience performing system
administration of Microsoft Windows

N0025321F3001 - FINAL
Page 41 of 125



Server and Linux/Unix environments.

Desired: Microsoft Certified Technology
Speciaist (MCTS)Windows Server 2008
(or later) Network Infrastructure
Configuration, Security+ Certifications,
and designation of an Information
Assurance Technician (IAT) Level 1l or
higher in accordance with DoD 8570
requirements.

Closest BLS SOC: 15-1142, Network and
Computer Systems Administrators

Pay Range: $47.19 —$54.64: (-5% to
+10% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $47.19

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$54.64

Security Clearance Required: TS
investigation is required.

2124

System Administrator — Description 3

Required: A minimum of three years of
experience performing system
administration on RedHat Enterprise Linux
environments. Requires (1.) Certified
Information System Security Professional
(CISSP) and (2.) Security+ Certifications
and designation of an Information
Assurance Technician (IAT) Level 11 or
higher in accordance with DoD 8570
reguirements.

Desired: Any or al of the following
certifications. (1) RedHat Certified
Engineer (RHCE), (2) RedHat Certified
Systems Administrator (RHCSA), (3)
Network+, or (4) Cisco Certified Network
Associate (CCNA)

Closest BLS SOC: 15-1142, Network and
Computer Systems Administrators

Pay Range: $47.19 —$54.64: (-5%to
+10% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $47.19

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$54.64

Security Clearance Required: T5
investigation is required.
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2125

User Interface Designer

Required: A two-year Graphics Design or
Web Design degree with a User
Experience (UX) Design emphasis. A
minimum of three years of experience
designing User Interfaces (Ul) for web
based applications.

Desired: A minimum of two years of
experiencein any or al of the following:
(1) working with customers to develop and
document Ul requirements and design
sufficient for software developersto create
or modify screen layouts and (2) two
years experience using Ul modeling tools.

Closest BLS SOC: 15-1134, Web
Developers

Pay Range: $60.19 — $66.53: (-5% to +5%
of Annual 75t Percentile Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $60.19

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$66.53

Security Clearance Required: Secret

2.1.26

Application Support Specialist

Required: A minimum of two years of
experience both providing middle tier
(Level 2) application support and
supporting relational database systems

using SQL.

Desired: One year of experience using
PL/SQL

Closest BLS SOC: 15-1151, Computer
User Support Specialists

Pay Range: $30.20 — $33.22: (-0% to
+10% of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $30.20

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$33.22

Security Clearance Required: Secret

2.1.27

I'T Technical Writer

Required: A minimum of two years of
experience in Technical Writing.

Closest BLS SOC: 27-3042, Technical
Writers
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Pay Range: $40.41 — $44.66: ( -5% to +5%
of Annual Median Wage)

Minimum Hourly Rate in Proposal for
Base Year (Option Years must be
escalated): $40.41

Evaluated Hourly Rate for Base Year
(Option Yearswill be escalated) if Offeror
did not Propose the Minimum or Greater:
$44.66

Security Clearance Required: Secret

2.1.28

Cyber Security Support Analyst —
Description 1

Required: Awarded and current
certification(s) in accordance with DoD
Cybersecurity Workforce policy
requirements. A minimum of two years of
experience in each of the following tasks:
(1) preparing system accreditation
documentation required by the Navy
and/or DoD, (2) evaluating security
configurations of systems, and (3)
maintaining security configurations of
production, development and test systems
by applying and configuring security
controls.

Desired: A minimum of one year of
experience with any or al of the following
DoD Cybersecurity assessment and
compliance toals: (1) eMASS, (2) Assured
Compliance Assessment Solution (ACAYS)
and (3)Host Based Security System
(HBSS).

Closest BLS SOC: 15-1122, Information
Security Analysts

Pay Range: $51.95 - $60.61: (-10% to
+5% of Annual Median Wage)

Minimum Hourly Ratein Proposal for
Base Year (Option Years must be
escalated): $51.95

Evaluated Hourly Rate for Base Year
(Option Years will be escalated) if Offeror
did not Propose the Minimum or Greater:
$60.61

Security Clearance Required: T5
investigation is required.

2.1.29

Cyber Security Sup